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History

Version Date

1.0 28.09.2020
1.1 23.11.2020
1.2 13.09.2021

Aim of this document

Comment
Initial Version

Updates with respect to firmware version
1.0

Updates with respect to firmware version
11

® Status Message extended by battery
voltage (Get Application Status)

® Range Extender Configuration Options
: new option for WM-Bus message
output / upload with RSSI value (Confi
gurable Range Extender Options )

®* New WM-Bus Packet Format including
RSSI value ( WM-Bus Packet
Notification )

® Update to LoRaWAN Stack v1.0.4

®* New LoRaWAN Stack Configuration
options (Configurable LoORaWAN
Stack Settings)

SLIP Encoder example code with
bufferless design added

This document includes a description of the Host Controller Interface Protocol which is supported by the WM-Bus Range Extender.

Chapter 1 outlines the general WiMOD HCI Protocol terms and format, which is also used in other products of IMST GmbH.

In Chapter 2 and Chapter 3 the format of the application specific messages is given.

The Appendix includes some example implementation as C/C++ code .

Notation Info
Suffix "b" = binary data
Suffix "h" = hexadecimal data

Without suffix = decimal data

Multi byte / octet fields are considered to be treated as unsigned integers with Least Significant Byte first unless explicitly noted

Content

® Host Controller Interface Overview
® Application Messages
® Appendix - Example Code
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Host Controller Interface Overview

The information exchanged between a Host Controller and the target device is based on serial messages.

There are three different HCI messages used in general:

® Request Messages

These are messages sent from the Host Controller to the connected target device ( WM-Bus Range Extender ).

® Response Messages

These are the correponding response messages which should be expected by the Host Controller in very short time ( less than a

second ) as a result for a request message.

* Event Messages
These are messages transmitted by the target device as a result of an interrupt.

Host Controller

Target Device

Y

HCI Request

GGREREREECEETEERER SERERE

HCI Response

y

Interrupt
« HCI Event
Ky,
HCI Request Int "
nterrup
HCI Event

A

HCI Response

A

Figure : HCI Message Flow

Note
A Host Controller should be ready to receive event messages at any time.

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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General Message Format

The next figure outlines the generic message format:

HCI Message
SAPID MsgID Message Payload FCS Field
8 Bit 8 Bit n * 8 Bit 2 * Bit

Figure : HCI Message Format

A message includes the following fields:

® Service Access Point Identifier (SAP ID)
Identifies a logical message endpoint.

®* Message ldentifier (Msg ID)
Defines the type of a message.

® Message Payload
The Message Payload field contains optional data. The length of this field is variable ( 0...max. 500 Octets ).

® FCS Field
The Frame Check Sequence field contains a 16-BIT CCITT CRC for bit error detection.

Info
The CRC is helpful in noisy environments and in case of battery powered devices when supply voltages are getting low and single octets

may get lost.

Physical Interface

The WM-Bus Range Extender uses a standard UART interface for communication purposes with the following settings:

Baudrate Start Bits Data Bits Parity Stop Bits Short

115200 bps 1 8 None 1 8N1

Table : UART Parameters

- —
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Framing Protocol
) is implemented. This protocol ensures a secure synchronization between a message sender and a message receiver.

The following figure shows the relationship between a single HCI message and the resulting SLIP message which may include some
additional stuffing octets (SLIP ESC) to mark the special reserved SLIP END octets which might occur within a HCI message.

Payload Field

For proper message exchange the widely used SLIP Framing Protocol (https://en.wikipedia.org/wiki/Serial_Line_Internet_Protocol, RFC1055

HCI| Message
Step 1: setup HCI Message
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Step 3: SLIP Encoding ;f SLIP Encoder ::
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 sue Octet Stream with 16-Bit CRC  aup sue
k * 8 Bit, k >= [n + 4)

SLIP encoded Octet Stream

Figure : SLIP Message for communication over UART

Note

Back to Top
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The variable length of a message is not explicitly transmitted. Therefore it must be returned as a result form the SLIP decoder.
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Application Messages

The supported application messages are grouped to so called Service Access Points (SAP).

Name

Device Management Services

WM-Bus Range Extender

Table : Service Access Points

Back to Top

HCI Message
SAP ID

SAP ID
o1,

07,

MSG ID Payload

Description

Provides general services for hardware and firmware identification

Provides specific services of this application

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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Device Management Services

This Service Access Point includes messages for identification and configuration purposes:
Name Description

Ping For simple connection test purposes

Get Device Information Provides hardware related information for identification purposes

Get Firmware Information Provides firmware specific information for identification purposes

Date and Time Services Setter and getter for Date & Time

Restart Device Initiate a device restart

Table : Device Management Services

Back to Application Messages

Page 7 of 69 /.lf".
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Ping

This message can be used to test the serial connection between the host controller and the target device. The host should expect a response
within a very short time interval.

HCI Message
Request Msg ID Payload
8 Bit none
01,
Response Msg ID Status
8 Bit 8 Bit
02, 00, = OK

Note: the complete SLIP encoded Ping Request and Ping Response messages look like this:

Request : CO 01 01 16 07 CO
Response: C0 01 02 00 A0 AF CO

Back to Device Management Services

- —
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Get Device Information

This message can be used to retrieve some information about the hardware of the connected device.

HCI Message
Request Msg ID Payload
8 Bit none
03,
Response  Msg ID Status Module Type
8 Bit 8 Bit 8 Bit
04, 00,=ok A3, =iM8BIA-XL

) provided in firmware version 1.0 and later

Back to Device Management Services

unique ID of embedded radio module

Product Type ( optional?) )
32 Bit, LSB First

unique product type identifier

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2

Product ID (optional?)
32 Bit, LSB First

unique product identfier (serial number)
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Get Firmware Information

This message can be used to retrieve some information about the firmware of the connected device.

HCI Message

Request Msg ID Payload

8 Bit none
05,
Response Msg ID Status Firmware Version
8 Bit 8 Bit 2 x 8 Bit, Minor version
first
06, 00,=0k  e.g.(0900)
=> Version 0.9

Back to Device Management Services

Build Count
16 Bit, LSB first

e.g.(3700),

=>BC55

Build Date

10 Octets, ASCII String
without terminating "0"

e.g. (3039 2E 3034 2E32303230),

"09.04.2020"

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2

Firmware Name

n remaining Octets of message
ASCII String, without terminating "0"

e.g. (574D 427573 ...6572),

"WMBuUs_Range_Extender"

Page 10 of 69 /.lf
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Date and Time Services

The following messages can be used to read and write the current date and time of the connected target device.

Get Date and Time

This message can be used to retrieve the current RTC date and time.

HCI Message

Request Msg ID
8 Bit
OF,

Response Msg ID
8 Bit
104,

Set Date and Time

Payload

none

Status
8 Bit
00,, = ok

Date and Time (UTC)
32 Bit, LSB first
e.g. (19 9E 64 5F ),

5F649E19;, = 1.600.429.593 seconds since 01.01.1970, 00:00:00

"2020-09-18 11:46:33"

This message can be used to configure the embedded RTC.

HCI Message

Request Msg ID
8 Bit
oD,

Response Msg ID
8 Bit
OE,,

Date and Time (UTC)

32 Bit, LSB first
e.g. (19 9E 64 5F ),

5F649E19, = 1.600.429.593 seconds since 01.01.1970, 00:00:00

"2020-09-18 11:46:33"

Status

8 Bit

00,, = ok

Back to Device Management Services

Payload

none

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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Restart Device

This message can be used to initiate a device restart. The device will return a response message immediately and performs a software reset
after approx. 200 ms.

HCI Message
Request Msg ID Payload
8 Bit none
07,
Response Msg ID Status
8 Bit 8 Bit
08, 00, = ok

Back to Device Management Services

- —
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WM-Bus Range Extender Services

This Service Access Point includes all application related messages.

Name
Configurable Calendar Events

Configurable WM-Bus Device Filter Iltems
Configurable Range Extender Options
Configurable LoRaWAN Device EUI
Configurable LoRaWAN OTAA Settings
Configurable LoRaWAN ABP Settings
Configurable LoRaWAN Activation Type

Get Application Status

Application Events

Application Notifications
WM-Bus Packet Notification
Reset WM-Bus Packet Counter

WM-Bus Range Extender Status Codes

Table : WM-Bus Range Extender Services

Back to Application Messages

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2

Description
Setter and getter messages for configuration of Calendar Events

Setter and getter messages for configuration of WM-Bus Device
Filter Items

Setter and getter messages for further configurable options like
WM-Bus Packet Duplicate Filter

Setter and getter messages for configuration of LoRaWAN Device
EUI

Setter and getter messages for configuration of LoORaWAN OTAA
parameters

Setter and getter messages for configuration of LoRaWAN ABP
parameters

Setter and getter messages fo configuration of either OTAA or
ABP activation type

Getter message for Application Status

Service to trigger application events like "Enable WM-Bus
Recording”

Notification messages to connected Host Controller
Notification including received WM-Bus packet
Service to reset the internal WM-Bus Packet Counter

Table of return codes for this Service Access Point

- —
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Configurable Calendar Events

The following messages are used to read and write the Calendar configuration.

Set Calendar Event List

This message is used to write a complete new Calendar Event configuration.
Note: Any previously configured event will be deleted.

An empty list will also delete all existing events.

HCI Message
Request Msg ID Calendar Calendar
Event Iltem #1 Event Iltem
#N
8 Bit 64 Bit 64 Bit
01, see Calendar Event Iltem, 0 <= N <= 32
Response Msg ID Status
8 Bit 8 Bit
02, see Status
Codes

Get Calendar Event List

This message is used to read out the current Calendar configuration.

HCI Message

Request Msg ID Payload
8 Bit none
03,

Response Msg ID Status Calender Event ... Calendar Event Item #N

Item #1

8 Bit 8 Bit 64 Bit 64 Bit
04, see Status see Calendar Event Item, 0 <= N <= 32

Codes

Calendar Event Item

The next figure outlines the detailed format of a single Calendar Event Item

Calendar Event Item

Event ID Filter Group ID Repetition Repetition  Date & Time (UTC)
Type Step Size
8 Bit 8 Bit 8 Bit 8 Bit 32 Bit, LSB first
see Application see Set Date and Time
Events
® EventID

The event type defines the kind of action to be performed. A list of possible Event Types is given here: Application Events

® Filter Group ID
This element is only used in combination with Wireless M-Bus reception / recording types. It defines the group of WM-Bus Filter
Items which should be applied during a Wireless M-Bus reception / recording phase.
Note: The value 255 ( FF) is reserved and means that all configured Wireless M-Bus Filters should be applied independent of their

- -
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http://jira.imst.de:8090/display/WSWMBLB/Application+Events#ApplicationEvents-ApplicationEvents

own configured Filter Group ID

® Repetition Type
The repetition type defines the periodicity of an event:
0 = No repetition, single event, can be used for test purpose
1 = Every Minute

2 = Hourly
3 = Daily

4 = Weekly
5 = Monthly

® Repetition Step Size
The repetition step size is a second parameter which defines the periodicity of an event:
Example 1: Repetition Type = 2 ( Hourly ), Repetion Step Size = 2 => Repetiton Interval = every 2 + 1 = 3 hours
Example 2: Repetition Type = 3 ( Daily ), Repetion Step Size = 0 => Repetiton Interval = every 0 + 1 = 1 days

®* Date & Time
The date / time element defines when the event should be scheduled for the first time.

Back to WM-Bus Range Extender Servcies

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2 Page 15 of 69 “,.A
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Configurable WM-Bus Device Filter Items

The following messages are used to read and write the WM-Bus Device Filter configuration.

Set WM-Bus Device Filter ltem List

This message is used to write a complete new list of WM-Bus Device Filter ltems.
Note: Any previously configured filter will be deleted.

An empty list will also delete all existing events.

HCI Message

Request Msg WM-Bus Device WM-Bus Device Filter Iltem #N

ID Filter Item #1
8 Bit 80 Bits ... 80 Bits

0By, see WM-Bus Device Filter Item

0<=N<=32
Response Msg Status
1D
8 Bit 8Bit

0C,,  see Status Codes

Get WM-Bus Device Filter Item List

This message is used to read out the current WM-Bus Filter configuration.

HCI Message

Request Msg Payload
ID
8 Bit none
ODn

Response Msg Status  WM-Bus Device
ID Filter Item #1

8 Bit 8 Bit 80 Bits 80 Bits
OE;, see Stat see WM-Bus Device Filter Item
us

Codes

0<=N<=32

WM-Bus Device Filter Iltem

The next figure outlines the detailed format of a single WM-Bus Device Filter Item

WM-Bus Device Filter Item

WM-Bus Address Fields? Address Field Filter Group ID
Mask

Manufacturer Device Version Type

ID ID

16 Bit 32 Bit 8Bit 8 Bit 8 Bit 8 Bit

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2

WM-Bus Device Filter Item #N
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Note
D The byte ordering of multi byte fields is the same as in the Wireless M-Bus packets transmitted over the air.

®* WM-Bus Address Fields
A sequence of 8 bytes in total which are transmitted in the header of each Wireless M-Bus packet.

® Address Field Mask
This mask defines which of the single WM-Bus Address Field Bytes is used for comparison with every received WM-Bus packet.
Bit 0 = Type
Bit 1 = Version
Bit 2 .. 5 = Device ID Bytes
Bit 6 .. 7 = Manufacturer IDBytes

® Filter Group ID
This element is only used to group several filter items.
Note: The value 255 ( FF, ) is reserved and means that this filter item should be applied independent of the configuration of an Cale
nder Event Item.

Back to WM-Bus Range Extender Servcies

- —
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Configurable Range Extender Options

The following messages can be used to read and write further Range Extender options.

Set Range Extender Options

This message is used to set the Range Extender option bits.

HCI
Message
Request Msg ID Option Bits
8 Bit 32 Bits
41n see Range Extender Options

Response Msg ID Status
8 Bit 8 Bit

42n see Status Codes

Get Range Extender Options

This message is used to read out the Range Extender option bits

HCI
Message
Request Msg ID Payload
8 Bit none
43,
Response Msg ID Status Option Bits
8 Bit 8 Bit 32 Bits
44 see Status Codes = see Range Extender Options

h

Range Extender Option Bits

This resource provides some extra configuration parameters which control the behaviour of the Wireless M-Bus Range Extender.

Range Extender - Extras
Option Bits

32 Bit, LSB first

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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® Options Bits
This field includes several configuration bits:

Bit O : Duplicate WM-Bus Packet Filter:
0 = disabled
1 = enabled

Bit 1 : Duplicate WM-Bus Packet Filter with CRC :
0 = Verification of WM-Bus Header bytes only
1 = Verification of WM-Bus Header bytes and additional Packet CRC
Note: Bit 0 must be enabled too

Bit 2 - 3 : reserved for future

Bit 4 : LED usage for status signalling:
0 = disabled
1 = enabled

Bit 5 : WM-Bus Messages with RSSI ( Firmware Version 1.1)
0 = disabled
1 = enabled
Note: WM-Bus Message including RSSI will be uploaded on dedicated LoRaWAN Ports.

Bit 6 - 31 : reserved for future

Back to Accessible Resources

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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Configurable LoRaWAN Device EUI

The following messages are used to read and write the LoRaWAN Device EUI.

Set LoRaWAN Device EUI

This message is used to write a new LoRaWAN Device EUI

Note: A device must be re-activated if one of the LoRaWAN connectivity parameters has changed.

HCI Message
Request Msg ID
8 Bit

11,

Response Msg ID
8 Bit

12,

LoRaWAN Device EUI

64 Bits

Status
8 Bit

see Status Codes

Get LoRaWAN Device EUI

This message is used to read out the current LoRaWAN Device EUI.

HCI Message
Request Msg ID

8 Bit

13n

Response Msg ID
8 Bit

14,

Payload

none

Status LoRaWAN Device EUI
8 Bit 64 Bit

see Status

Codes

Back to WM-Bus Range Extender Servcies

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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Configurable LoRaWAN OTAA Settings

The following messages are used to read and write the LoORaWAN OTAA parameters.

Set LoRaWAN OTAA Configuration

This message is used to write new parameters for LoRaWAN Over The Air Activation.

Note: A device must be re-activated if one of the LoRaWAN connectivity parameters has changed.

HCI Message
Request Msg ID
8 Bit

15,

Response Msg ID
8 Bit

16,

Application EUI Device Key
64 Bit 128 Bit
Status

8 Bit

see Status Codes

Get LoRaWAN OTAA Configuration

This message is used to read out the current LoORaWAN OTAA configuration.

HCI Message

Request Msg ID
8 Bit
17,

Response Msg ID
8 Bit

18,

Note

Payload

none

Status Application EUI
8 Bit 64 Bit

see Status Codes

The Device Key is not readable.

Back to WM-Bus Range Extender Servcies

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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Configurable LoRaWAN ABP Settings

The following messages are used to read and write the LoORaWAN ABP parameters.

Set LoRaWAN ABP Configuration

This message is used to write new parameters for LoRaWAN Activation by Personalization.

Note: A device must be re-activated if one of the LoRaWAN connectivity parameter has changed.

HCI Message
Request Msg ID  Link Address Network Session Application Session Key
Key
8 Bit 32 Bit 128 Bit 128 Bit
19,

Response MsgID  Status
8 Bit 8 Bit

1A, see Status Codes

Get LoRaWAN ABP Configuration

This message is used to read out the current Lo0RaWAN ABP configuration.

HCI Message

Request Msg ID Payload

8 Bit none
1Bn
Response Msg ID Status Link Address
8 Bit 8 Bit 32 Bit
1C,, see Status Codes

Note
The Network Session Key and Application Session Key are not readable.

Back to WM-Bus Range Extender Servcies

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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Configurable LoRaWAN Activation Type

The following messages are used to read and write the LoORaWAN Activation Type.

Set LoRaWAN Activation Type

This message is used to set the next LoRaWAN Activation Type

Note: A device must be re-activated if one of the LoRaWAN connectivity parameter has changed.

HCI Message
Request Msg ID
8 Bit

1Dy,

Response Msg ID
8 Bit

1E,

Activation Type
8 Bit

00;, = ABP
01, = OTAA

Status
8 Bit

see Status Codes

Get LoRaWAN Activation Type

This message is used to read out the current LoORaWAN Activation Type.

HCI Message
Request Msg ID
8 Bit

1F+

Response Msg ID
8 Bit

20,

Payload

none

Status Activation Type
8 Bit 8 Bit

see Status Codes

Back to WM-Bus Range Extender Servcies

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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Configurable LoRaWAN Stack Settings

The following messages are used to read and write the general LoRaWAN Stack parameters.

Set LoRaWAN StackConfiguration

HCI Message
Request Msg ID
8 Bit

25,

Response Msg ID
8 Bit

26,

Reserved Stack Configuration
16 Bit 6 * 8 Bit

can be set to
0

Status
8 Bit

see Status Codes

Get LoRaWAN Stack Configuration

This message is used to read out the current LoRaWAN OTAA configuration.

HCI Message
Request Msg ID

8 Bit

27

Response Msg ID
8 Bit

28,

Payload

none

Status Reserved Stack Configuration
8 Bit 16 Bit 6 * 8 Bit

see Status Codes

Stack Configuration

The following table includes the Stack Configuration items.

Stack Configuration

Options Uplink Retries Data Rate Uplink Power Level MAC Command Capacity

16 Bit 8 Bit

® Options

8 Bit 8 Bit, signed 8 Bit

This field includes several options bits:

Bit 0 : Adaptive Data Rate (ADR)
0=off, 1=0n

Bit 1 : LoRaWAN Network Type
0 = public LoRaWAN, 1 = private LoRaWAN

Bit 2 : Duty Cycle Control

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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Must be setto "1" to enable the required duty cycle management.
Bit 3 ... Bit 15: reserved, should be set to "0"

® Tx Retries
Maximum number of uplink retries ( default: 12 )

¢ Data Rate
Initial data rate (0 .. 5, 0=SF12,1=SF11, .., 5=SF7, default: SF12)

® Uplink Power Level
Transmit power level in dom (-1 dBm .. 13 dBm, default 13 dBm )

® MAC Command Capacity
Maximum number of bytes in uplink packets for MAC commands: ( 0 - 15, default 15)

Back to WM-Bus Range Extender Servcies

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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Get Application Status

The following message can be used to retrieve the Application Status.

HCI
Message
Request Msg ID Payload
8 Bit none
05,
New for Firmware 1.1
Respons Msg ID Date and Firmware Last Reset Status WM-Bus WM-Bus WM-Bus Battery Firmware
e Time Version Sync Counter? Rx Stored Tx Voltage Type
(UTC) Time Counter?  Counter?  Counter?
8 Bit 32 Bit, LSB 16 Bit, 32 Bit, LSB 32 Bit, LSB 16 Bit, LSB 32 Bit, LSB 32 Bit, LSB 32 Bit, LSB 16 Bit, LSB 8 Bit
first Minor first first first first first first first
version first
06y, see Date e.g. (0701 Value inmV 00, =
and Time ) Release
Servi o
ervices V17 01, = Field
Test Beta
XX, =
Reserved

® Date and Time
Contains the current date and time in seconds since 01.01.1970 00:00:00

® Firmware Version
Minor and major firmware version

® Last Sync Time
Contains the time stamp of the latest sychronization via local or air interface

* Reset Counter?
Contains the number of device resets

® Status
This field includes several Status Bits:

Bit 0 : 1 = LoRaWAN Stack is not activated

Bit 1 : 1 = Network Time is not synchronized

Bit 2 : 1 = System Time is not synchronized

Bit 3 : Reserved

Bit 4 : 1 = LoRa Configuration is invalid

Bit 5: 1 = WM-Bus Device Filter list is empty

Bit 6 : 1 = Calendar event list is empty

Bit 7 : 1 = Limited Access, LoRaWAN and WM-Bus radio functionality disabled
Bit 8 : 1 = Flash Memory full condition detected

Bit 9 : 1 = Flash Memory CRC error detected

* WM-Bus Rx Counter?
Total received WM-Bus packets before any packet filtering since last counter reset

* WM-Bus Stored Counter?
Number of stored WM-Bus packets after packet filtering

* WM-Bus Tx Counter?
Number of uploaded WM-Bus packets

- —
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® Battery Voltage
The battery voltage is measured just before transmitting this status message. The value is returned in Millivolts.

® Firmware Type
This element indicates different types of firmware verson: e.g. official released version or field test beta version.

Info
1) The Reset Counter is copied to the non-volatile memory earliest 30 seconds after system start.

2) The WM-Bus packet counters are written into the non-volatile memory earliest 30 seconds after last increment. These counters can be
reset by means of an HCI message.

Back to WM-Bus Range Extender Servcies

- —

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2 Page 27 of 69 “,.A



Application Events

Application Events are used to trigger certain firmware activities. These events can be scheduled by Calendar Events or immediately by

means of this HCI messages.

Trigger Application Event

This message can be used to trigger a firmware activity immediately.

HCI
Message
Request Msg ID Application
Event ID
8 Bit 16 Bit, LSB first
31, see ApplicationE
vents
Response  Msg ID Status
8 Bit 8 Bit
32, see Status Codes

Application Events

The following table lists all application events

Event Name Event ID via Calendar
None 00, no
Ul Events

Show Status 01, yes
Push Button 02, yes
LED Off 03, yes
LED Red 04, yes
LED Green 05, yes
LED Yellow 06y, yes
LED Red Blinking 07, yes
LED Green Blining 08, yes
LED Yellow Blinking 09y, yes

LoRaWAN Events

LoRaWAN Activate 20, not recommended

LoRaWAN Deactivate 21, not recommended

System Events

via HCI Interface

no

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2

Description

Invalid event

Output of internal status on
LED

Simulates the push button
function: performs
LoRaWAN Activation per
OTAA or ABP or if already
activated displays the status
on LED

Set LED off

Set LED red color

Set LED green color
Set LED yellow color
Set LED red blinking
Set LED green blinking

Set LED yellow blinking

Activate LORaWAN Stack
per OTAA or ABP

Deactivate LORAWAN
Stack

- —
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Get LoRaWAN Network
Time

Send Application Status

Get App Network Time

Erase Flash

WM-Bus Events

Receive in S-Mode and
record

Receive in C/T-Mode and
record

Receiver Off

Start Upload

Receive S-Mode and output
via HCI

Received C/T-Mode and
output via HCI

Back to WM-Bus Range Extender Servcies

32,

33

40,

41,

42,

43,

44,

45,

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2

Request the date and time
via LoRaWAN MAC
command. On response the
system time will be
synchronized.

Transmit Application Status
via LoRaWAN

Requests the date and time
by means of an application
message via LoRaWAN. On
response the system time
will be synchronized.

Erases the external flash
memory content. Note: This
operation can take up to 32
seconds.

Enable receiver for Wireless
M-Bus S-Mode, received
messages will be filtered
and stored in non-volatile
flash memory.

Enable receiver for Wireless
M-Bus C/T-Mode, received
messages will be filtered
and stored in non-volatile
flash memory

Disable receiver

Disable receiver and start
upload of stored WM-Bus
messages via LoRaWAN

Enable receiver for Wireless
M-Bus S-Mode, received
messages will be forwarded
via HCI

Enable receiver for Wireless
M-Bus C/T-Mode, received
messages will be forwarded
via HCI

- -
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Application Notifications

This message is sent to the connected Host Controller to notify an application event.

Event Msg ID Date and Notification Parameter (
Time (UTC) ID optional )
8 Bit 32 Bit, LSB 8 Bit 8 Bit
first
34, see Date and  see Notificatio
Time n IDs
Services

Notification IDs

Notification Name Notification ID Parameter
LoRaWAN Activation started 01, 00,, = ABP,
01, = OTAA
LoRaWAN Activation terminated 02, 00, = OK,
01, = failed
Network Time Synchronization 03, none
started
Network Time Synchronization 04h OOh = 0K,
terminated 01, = failed
Application Status Transmission 05, none
started
Application Status Transmission 06, 00, = OK,
terminated 01, = failed
WM-Bus Reception started 07y, 00, = S-Mode

01, = C-/T-Mode

WM-Bus Reception terminated 08, none

WM-Bus Recording started 09, 00,, = S-Mode
01, = C-/T-Mode

WM-Bus Recording terminated 0A, none
WM-Bus Packet Upload started 0B, none
WM-Bus Packet Upload terminated ~ 0C,, none
LoRaWAN Activation not started 0D, none
LoRaWAN Deactivated OEy, none

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2

Description

LoRaWAN Activation is active,
response from server is
outstanding.

The LoRaWAN activation has
terminated. On success the device
is ready for further uplink &
downlink packets.

Network time synchronization via
LoRaWAN is active, response from
server is outstanding

The sychronization process has
terminated. On success the
embedded RTC has been
snychronized to the servers
network time, see Application
Status.

The Application Status transmission
is active, response from server is
outstanding.

The Application Status transmission
has terminated.

The Wireless M-Bus reception
phase is active.

The Wireless M-Bus reception
phase has stopped.

The Wireless M-Bus recording
phase is active. Received packets
are filtered and stored in NVM.

The Wireless M-Bus recording
phase has stopped.

The Wireless M-Bus packet upload
procedure is active.

The Wireless M-Bus packet upload
procedure has terminated.

LoRaWAN Activation not started
due to invalid configuration. Please
verify the LoRaWAN Device EUI!

LoRaWAN Stack is deactivated.

- -
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Flash Erased OF, none

Back to WM-Bus Range Extender Servcies

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2

The external flash memory has
been erased.
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WM-Bus Packet Notification

This message is sent to the connected Host Controller to notify a received WM-Bus packet.

Event Msg ID Date and Reserved WM-Bus Packet
Time
(UTC)

8 Bit 32 Bit, LSB 16 Bit n * 8 Bit
first

36, see Date see WM-Bus Packet Format
and Time
Services

This message will be sent to the Host Controller to notify a received WM-Bus packet in firmware version 1.1 ff.

Event Msg ID Date and Reserved RSSI WM-Bus Packet
Time (UTC)
8 Bit 32 Bit, LSB 16 Bit 8 Bit, n * 8 Bit
first signed
3C, see Date and RSSI see WM-Bus Packet Format
Time Services in dBm

WM-Bus Packet Format

The WM-Bus Format used on the local serial interface and the LoRaWAN air inteface looks as follows:

WM-Bus Packet

Link Layer Header Further Data
L-Field C-Field Man Device  Version Type

ID ID Field

Field
8 Bit 8 Bit 16 Bit 32 Bit 8 Bit 8 Bit n * 8 Bit

Note

The WM-Bus Range Extender keeps the content of the original received WM-Bus messages. Only the CRCs for WM-Bus Packet
Format A and B are verified and stripped off. For Packet Format B a correction of the L-Field value ( Packet Length ) by 2 CRC

bytes is automatically done.

Back to WM-Bus Range Extender Servcies

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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Reset WM-Bus Packet Counter

This message can be used to reset the WM-Bus packet counters, which can be read via Application Status.

HCI
Message
Request Msg ID Payload
8 Bit none
37,
Response Msg Status
ID
8 Bit 8 Bit
38y, see Statu
s Codes

Back to WM-Bus Range Extender Servcies

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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WM-Bus Range Extender Status Codes

The following table lists the possible status codes for this Service Access Point.

Status Beschreibung

00y, ok

01, error

02, command not supported

03, wrong parameter

04, wrong application mode

05, reserved

06, application busy, try later

07, wrong message length

08, NVM write error

09, NVM read error ( NVM content is invalid )
0A, command rejected, execution not possible in current application state

Table : WM-Bus Range Extender Status Codes

NVM = none-volatile memory

Back to WM-Bus Range Extender Services

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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Appendix - Example Code

The following sub chapters present some HCI Protocl example code written in C/C++.

Example Code

Example Code -
Example Code -
Example Code -
Example Code -
Example Code -
Example Code -

Device Management Messages
Serial Message

SLIP Decoder

SLIP Encoder

SLIP Encoder ( Bufferless Version )
CRC16

- Device Management Messages

..............................................................................................................................................................................

DeviceManagement.cpp

* @ile

* @rief

* @ot e

*/

Devi ceManagenent . cpp

| mpl enent ati on of Device Managenent services

Thi s exanple code is provided by | MST GrbH on an "AS | S
basi s without any warranti es.

#i ncl ude "Seri al Message. h"

#i ncl ude '

"Sli pEncoder. h"

enum Sapl Ds

{
b

Devi ceMgnt _I D = 0x01

enum Messagel Ds

{
Pi ng_Req
Pi ng_Rsp

CGet Devi cel nfo_Req

0x01,
= 0x02,

0x03,

CGet Devi celnfo_Rsp = 0x04,
CGet Fi rmnar el nf o_Req = 0x05
Cet Fi rmwar el nfo_Rsp = 0x06

}

voi d
Pi ng()
{

Seri al Message nsg( DeviceMgnt I D, Ping Req );

SendMsg(
}

msg );

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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voi d
Get Devi cel nformati on()

{
Seri al Message nsg( DeviceMgnt I D, GetDevicelnfo Req );

SendMsg( nsg );
}

voi d
Get Fi rnwar el nf ormat i on()

{
Seri al Message nsg( DeviceMgnt _ID, GetFirmnarelnfo_Req );

SendMsg( nsg )
}

voi d
SendMsg( Seri al Message& nsg )

{
nmsg. Append_CRC16() ;

Byt eArray out put Dat a;

/1l send SLIP encoded streamvia serial port
Serial Port.wite( SlipEncoder::Encode( outputData, nsg ) );

}

voi d
ProcessRecei vedMsg( Seri al Message& seri al Msg )
{
/'l CRC ok ?
if ( serial Msg. CheckCRC16() )
{
/1 renove trailing CRC16 for correct nessage/ payl oad |ength
seri al Msg. RembveCRC16() ;

uint8 t sapl D = serial Msg. Get Sapl ) ;

switch ( saplD)
{
case Devi ceMgnt _I Dt
ProcessDevi ceMgnt Msg( serial Msg );
br eak;

[/... add furher SAPs here

}
}
}

voi d
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ProcessDevi ceMgnt Msg( const Seri al Message& response )

{
uint8 t nmegl D = response. Get Msgl D() ;

switch( msglD)
{
case Ping_Rsp:
Pr ocessPi ngResponse(
br eak;

response );

case GetDevicel nfo_Rsp:
Pr ocessDevi cel nf oResponse(
br eak;

response );

case GetFirmnarel nfo_Rsp:

Pr ocessFi r mnar el nf oResponse( response );
br eak;
/1 add furher MsglDs here
}
}
voi d
Pr ocessPi ngResponse( const Seri al Message& reponse )
{
/1 notify application about successful HC |ink
}
voi d

ProcessDevi cel nf oResponse( const Seri al Message& response )

{

enum ResponseFor mat

{ St at us_ 1 ndex = 0,
Modul eType_I| ndex = 1,
Modul el D_| ndex = 2,

M nSi ze =6

}

enum St at us

{

(04 =0

};

if ( response. CGet Payl oadLengt h() >=
{

M nSi ze )

/1 verify positiv status code
if ( response. CGet Payl oad_U8( Status_Index )

{

x )

uint8_ t nodul eType
Mbdul eType_| ndex );

response. Get Payl oad_U8(

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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uint32_t nodul elD = response. Get Payl oad_U32( Modul el D_I ndex

/] add code to pass result e.g. via JSON to application

}

voi d
Pr ocessFi r mnvar el nf oResponse( const Seri al Message& response )

{

enum ResponseFor mat
{
St at us_I ndex
M nor Ver si on_I| ndex
Maj or Ver si on_I ndex =
Bui | dCount I ndex = 3,
Bui | dDate I ndex = 5,
Bui | dDat e_Si ze = 10,
Fi rmvar eNane | ndex = ( Buil dDate_ I ndex + Buil dDate Size ),
M nSi ze = Fi r mvar eNane_| ndex

0,

11
2

H

enum St at us

{
Ck =0
H

if ( response. CGet Payl oadLengt h() >= M nSi ze )
{

[l verify positiv status code
if ( response. CetPayl oad_U8( Status_lndex ) == Ok )
{

uint8 t mnorVersion = response. Get Payl oad_U8(
M nor Ver si on_I ndex );

uint8 t nmajorVersion
Maj or Ver si on_I ndex );

uint16_t buil dCount
Bui | dCount _| ndex );

Byt eArray buil dDat e
Bui | dDat e_I ndex, Buil dDate_Si ze );

@Byt eArray name = response. CGet Payl oad(
Fi r mvar eName_| ndex ) ;

response. Get Payl oad_U3(

response. Get Payl oad_U16(

response. CGet Payl oad(

/] add code to pass result e.g. via JSON to application
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Example Code - Serial Message

..............................................................................................................................................................................

SerialMessage.h

#i fndef _ Serial Message H
#define _ Serial Message H

/**

* @ile Seri al Message. h
* @rief Decl arati on of class Serial Message

* @ote Thi s exanple code is provided by | MST GrbH on an "AS | S
basi s without any warranties.
*/

#i ncl ude <@Byt eArray>
#i ncl ude <stdint. h>

/**

* @rief The cl ass Serial Message extends ByteArray with foll ow ng
functionalities

* - access to dedi cated nessage fields: header fields, payload
* - CRC16 cal cul ation and checki ng
* @ote Byt eArray provides basic array functionality and nenory

managenent for byte arrays

*

*/

cl ass Serial Message : public QByteArray

{
publi c:

/1 serial message fornat
enum MessageFor mat

{ Sapl D_|I ndex = 0,
Msgl D_I ndex = 1,
Header Si ze = 2

b

enum

{
I nval i dSapl D = OxFF,
I nval i dMsgl D = OxFF,
I nval i dLengt h = -1

b

/**

- —
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* @rief
*/

* @brief
* @eturn
*/

bool

/**

* @rief
*/

voi d

/**

* @eturn
*/

uint 8 _t

/**

* @eturn
*/

uint8_ t

/**

* @eturn
*/

i nt

/**

* @eturn

*

* @aram
*/

uint8_t

/**

* @eturn
*
* @aram
*/

cl ass constructor

Seri al Message();

Seri al Message( uint8 t sapl D,

check CRC16
true - CRC16 ok
fal se - CRC16 error

CheckCRC16() const;

renove trailing CRCl16

RenoveCRC16() ;

identifier

service access point

Get Sapl () const;

nessage identifier

Get Msgl () const;

payl oad | ength

Get Payl oadLengt h() const;

U3 val ue from payload field

i ndex i ndex to payload field

Get Payl oad_U8( int index ) const;

Ul6 val ue from payload field (LSB first)

i ndex i ndex to payl oad

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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uintl16 t Get Payl oad_U16( int index ) const;

/**

* @eturn U32 value frompayload field (LSB first)

*

* @aram index i ndex to payload field
*/

ui nt 32_t Get Payl oad_U32( int index ) const;

/**

* @eturn U64 value from payload field (LSB first)

*

* @aram index index to payload field
*/

ui nt 64_t Get Payl oad_U64( int index ) const;

/**

* @eturn array of bytes from payload field

*

* @aram index i ndex to payload field
*/

ByteArray GetPayload(int index , int size = -1 ) const

/**

* @rief init request for transm ssion

*

* @aram saplD service accesspoint identifier
* @aram nsglD nessage identifier
*/

voi d InitRequest( uint8 t saplD, uint8 t neglD);

/**

* @ri ef append U8 val ue

*

* @aram 8 Bit val ue
*

* @eturn nunber of appended bytes (1)
*/

i nt Append( uint8_t value );

* @rief append U16 val ue (LSB first)
* @aram 16 Bit val ue

* @eturn nunber of appended bytes (2)
*/

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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/**

* @rief
* @aram

* @eturn

i nt

/**

* @rief

*

* @eturn
*/

i nt

Append( uint16_t value );

append U32 value (LSB first)
32 Bit val ue

nunber of appended bytes (4)

Append( uint32_t value );

append U64 value (LSB first)
64 Bit val ue

nunber of appended bytes (8)

Append( uint64_t value );

cal cul ate and append CRC16 for nessage transm ssion

nunber of bytes appended (2)

Append_CRC16() ;

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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H

#endif // __ Serial Message H

..............................................................................................................................................................................

SerialMessage.cpp

* @ile Seri al Message. cpp

* @rief I mpl enent ati on of class Serial Message
*

* @ote Thi s exanple code is provided by | MST GrbH on an "AS | S

basis without any warranties.
*/

#i ncl ude "Seri al Message. h"
#i ncl ude " CRC16. h"

Seri al Message: : Seri al Message()

{
}

Seri al Message: : Seri al Message( uint8 t saplD, uint8 t nsglD)

{
I ni t Request ( sapl D, nsglD);

}
bool
Seri al Message: : CheckCRC16() const
{
CRC16 crcle;
/1 get reference to base class
const ByteArray& data = *this;
return crcl6. Check( data );
}
voi d
Seri al Message: : RenoveCRC16()
{
if ( count() >= ( HeaderSize + (int)sizeof( uintl6_t ) )
{
/1 remove trailing crc bytes
chop( 2 );
}
}
uint8 t
Seri al Message: : Get Sapl () const
{

if ( count() >= ( HeaderSize ) )

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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{
return (uint8_t)at( SaplD_Index );

}
return I nvalidSapl D,
}
uint8 t
Seri al Message: : Get Msgl () const
{
if ( count() >= ( HeaderSize ) )
{
return (uint8_t)at( Mgl D_Index );
}
return I nvalidMsgl D;
}
i nt

Seri al Message: : Get Payl oadLengt h() const

{
if ( count() >= ( HeaderSize ) )

{
return ( count() - ( HeaderSize ) );
}
return I nvalidLength,;
}
uint8_ t

Seri al Message: : Get Payl oad_U8( int index ) const

{
if ( count() >= ( HeaderSize + index + 1) )

{
return (uint8_ t)at( HeaderSize + index );
}
return O;
}
uint16_t

Seri al Message: : Get Payl oad_U16( int index ) const

{
if ( count() >= ( HeaderSize + index + 2 ) )

{
return (uintl6 t)( (uint8_ t)at( HeaderSize + 0 + index ) << 0 )
I
(uintl6_t)( (uint8 t)at( HeaderSize + 1 + index ) << 8

)

}

return O,
}
uint32_t

Seri al Message: : Get Payl oad_U32( int index ) const

{
if ( count() >= ( HeaderSize + index + 4 ) )

{

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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return (uint32_t)( (uint8_ t)at( HeaderSize + 0 + index ) << 0)
(uint32_t)( (uint8 t)at( HeaderSize + 1 + index ) << 8))
(uint32_t)( (uint8 t)at( HeaderSize + 2 + index ) << 16 )

(uint32_t)( (uint8 t)at( HeaderSize + 3 + index ) << 24

)
}
return O;
}
ui nt 64 _t
Seri al Message: : Get Payl oad_U64( int index ) const
{
if ( count() >= ( HeaderSize + index + 8 ) )
{
uint32 t lo = GetPayl oad U32( index );
uint32_t hi = GetPayload_U32( index + 4 );
return (uint64_t)( ( (uint64_t)hi << 32 ) | 1lo);
}
return O;
}
Byt eArray
Seri al Message: : Get Payl oad( int index, int size ) const
{
if ( sizel=-1)
{
if ( count() >= ( HeaderSize + index + size ) )
{
/1 return renaining payl oad
return md( HeaderSize + index, size);
}
}
el se
{
/1 return renaining part of payl oad
if ( count() > ( HeaderSize + index ) )
{
/1 return remaining payl oad
return md( HeaderSize + index, size);
}
}
/'l return enpty array
return ByteArray();
}
voi d

Seri al Message: : I nit Request( uint8_t saplD, uint8_t nsglD)
{

/'l clear buffer for init
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i nt
Seri

i nt
Ser i

i nt
Seri

i nt
Seri

clear();

I/ attach HCl header
append( sapl D );
append( msgl D );

al Message: : Append( uint8_t val ue )

/1 append single byte
append( (uint8 t)( value ) );

/1 1 byte appended
return 1,

al Message: : Append( uint16_t val ue )

/1 LSB first
append( (uint8 t)( value ) );
append( (uint8_ t)( value >> 8 ) );

/'l 2 bytes appended
return 2;

al Message: : Append( uint32_t value )

/1 LSB first

append( (uint8_t)( value ) );
append( (uint8 t)( value >> 8 ) );
append( (uint8 t)( value >> 16 ) );
append( (uint8 t)( value >> 24 ) );

/'l 4 bytes appended
return 4;

al Message: : Append( uint64_t val ue )

/1 LSB first

append( (uint8_ t)( value ) );
append( (uint8 t)( value >> 8 ) )
append( (uint8 t)( value >> 16 )
append( (uint8_t)( value >> 24 )
append( (uint8_t)( value >> 32)
append( (uint8 t)( value >> 40 )
append( (uint8 t)( value >> 48)
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append( (uint8_ t)( value >> 56 ) );

/1 8 bytes appended
return 8,

}
i nt
Seri al Message: : Append_CRC16()

{
CRC16 crcle;

/1 get reference to base class
const ByteArray& data = *this;

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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/1l append one's conpl ement of crc
return Append( (uintl6 t)~crcl6.Calc( data ) );
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Example Code - SLIP Decoder

..............................................................................................................................................................................

SlipDecoder.h

#i fndef __Slip_Decoder_H
#define _ Slip Decoder H

/**

* @ile Sl i pDecoder. h

* @rief Decl aration of class SlipDecoder

* @ote Thi s exanple code is provided by | MST GrbH on an "AS | S

basi s without any warranties.
*/

#i ncl ude <@Byt eArray>
#i ncl ude <Qbj ect >

/**

* @rief The SlipDecoder class decodes SLIP encoded byte streans.

*

* @ote This class is derived from Q OBJECT for @'s signal/sl ot

nmechani sm
*/

class SlipDecoder: public Qbject

{

Q OBJECT
publi c:

/**

* @rief cl ass constructor
*/

Sl i pDecoder () ;

/**

* @brief reset decoder
*/

voi d Reset () ;

/**

* @ri ef decode encoded SLIP stream

* @aram out put decoded franme
* @aram input SLI P encoded byte stream

Wireless M-Bus Range Extender / Host Controller Interface Protocol / Version 1.2
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* @ote on signal "OnFraneReady" the decoded SLIP frane is ready
t he out put array
*/

voi d Decode( @ByteArray& output, const ByteArray& input );

signal s:

/**
* @brief notification that a SLIP frame has been decoded
successful ly

* and is ready for further processing
*/
voi d OnSl i pDecoder _FranmeReady() ;
private:
/**

* standard SLIP frane characters
* [

enum FraneChar acters

{
Begi n = 0xCo,
End = 0xCQ0,
Esc = 0xDB
EscEnd = 0xDC
EscEsc = OxDD

}

/**

* decoder states
*/

enum Decoder St at e

{
Initial = 0,
I nFr ane,
EscSt at e

H

/1 <! decoder state
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Decoder St at e St at e;
b
#endif // __Slip_Decoder H

..............................................................................................................................................................................

..............................................................................................................................................................................

SlipDecoder.cpp

/**
* @ile Sl i pDecoder. cpp
* @rief | mpl ement ati on of class SlipDecoder.
*
* @ote Thi s exanple code is provided by | MST GrbH on an "AS | S

basis without any warranties.
*/

#i ncl ude " Sl i pDecoder. h"
Sl i pDecoder: : Sl i pDecoder ()
State( SlipDecoder::lnitial )
{
}

voi d
Sl i pDecoder: : Reset ()

{
State = SlipDecoder::Initial;

}

voi d

Sl i pDecoder: : Decode( ByteArray& output, const ByteArray& input )

{
for (int index = 0; index < input.count(); index++ )

{
uint8 t byte = (uint8_t)input.at( index );

switch ( State )
{
case SlipDecoder::Initial:
/1 begin of SLIP frame ?
if ( byte == SlipDecoder::Begin)

{

/1 reset output buffer

out put.clear();

State = SlipDecoder: : | nFrang;
}
br eak;

case SlipDecoder:: | nFrane:
/! end of SLIP frame ?
if ( byte == SlipDecoder::End )
{
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State = SlipDecoder::Initial;

/1 notify client that SLIP frame is ready in output

buffer
emt OnSlipDecoder FraneReady();

}
/] SLIP esc ?

else if ( byte == SlipDecoder::Esc )

{
State = SlipDecoder:: EscState;
}
el se
{
/1 default case
out put . append( byte );
}
br eak;

case SlipDecoder::EscState:
/1l end of escape state ?
if ( byte == SlipDecoder::EscEnd )
{
out put . append( Sl i pDecoder::End );

State = | nFraneg;

}

/1 end of escape state ?
else if ( byte == SlipDecoder::EscEsc )

{
out put . append( Sli pDecoder::Esc );
State = SlipDecoder:: | nFrane;
}
else /] error
{
/] abort frame reception -> return to initial state
State = SlipDecoder::Initial;
}
br eak;

} /] switch ( State )
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Example Code - SLIP Encoder

SlipEncoder.h
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#ifndef _ Slip_Encoder H
#define __Slip_Encoder_H

/**

* @ile Sl i pEncoder. h

*

* @rief Decl aration of class SlipEncoder

*

* @ote Thi s exanple code is provided by | MST GrbH on an "AS | &'
basis without any warranties.
*/

#i ncl ude <QByt eArray>

/**

* @rief The SlipEncoder class encodes a byte streaminto a SLIP
encoded byte stream
*/

cl ass SlipEncoder

{
publi c:
/**
* @rief encode byte stream
* @aram out put encoded SLIP stream
* @aram input bytes to encode
*
* @eturn output updat ed out put buffer with SLI P encoded byte
stream
*/
static ByteArray& Encode( ByteArray& output, const ByteArray&
i nput );
private:
/**
* standard SLIP frame characters
*/
enum Fr ameChar acters
{
Begi n = 0xCo,
End = 0xQ0,
Esc = OxDB,
EscEnd = 0xDC,
EscEsc = 0xDD
|
1

#endif // __Slip_Encoder_H _
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..............................................................................................................................................................................

SlipEncoder.cpp

/**
* @ile Sl i pEncoder. cpp
*
* @rief
* @ote
basis without any warranties.
*/

#i ncl ude "Sli pEncoder. h"

i ndex < input.count();

/1 same as SLIP Begin !

Sl i pEncoder
Sl i pEncoder
Sl i pEncoder
Sli pEncoder
byte );

Byt eArray&
Sl i pEncoder: : Encode( QByteArray& out put,
{
out put . append( Sli pEncoder::Begin );
for ( int index = O;
{
uint8 t byte =
switch ( byte )
{
case SlipEncoder:: End:
out put . append(
out put . append(
br eak;
case SlipEncoder:: Esc:
out put . append(
out put . append(
br eak;
defaul t:
out put . append(
br eak;
}
}
out put . append( Sl i pEncoder:: End );
return output;
}

I npl enentation of class SlipEncoder.

i ndex++ )

(uint8 t)input.at( index );

::Esc );
::EscEnd );

::Esc );
.. EscEsc );

Thi s exanple code is provided by | MST GrbH on an "AS | S

const ByteArray& input )
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Example Code - SLIP Encoder ( Bufferless Version)

..............................................................................................................................................................................

SlipEncoder.h

#ifndef _ Slip Encoder H
#define _ Slip_Encoder H

/**

* @ile Sl i pEncoder. h

*

* @brief Decl aration of class SlipEncoder
*

* @ote Thi s exanple code is provided by | MST GrbH on an "AS | S
basis without any warranties.
*/

#i ncl ude <@Byt eArray>

/**

* @rief The SlipEncoder class encodes a byte streaminto a SLIP
encoded byte stream w t hout the

* need for an additional encoding buffer

*/

cl ass SlipEncoder

{
publi c:

/**

* @rief cl ass constructor

*/

Sl i pEncoder () ;

/**

* @rief prepare encoder for SLIP nmessage

* @aram input array with nessage to be encoded

* @aram numAakeupChars optional nunmber of wakeup chars
whi ch s

* shoul d be transmitted first

*/

bool Set | nput ( const ByteArray* input, uintl6_t

numMkeupChars = 0 );

/**

* @rief return a single SLIP encoded byte

*

* @eturn if >= 0 -> SLIP encoded byte in |ower 8 bit

- —
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* el se

*

now
*

* @ote
* [
intl1l6 t

/**

* @ri ef

*/

voi d
private:

/**

don't forget to cal
encodi ng state for next

| ast byte has al ready been encoded -> UART
transmitter can be configured

for final TX SH FT REQ STER enpty interrupt

message

Get EncodedByt e() ;

OnConpl et el ndi cation() to cleanup

handl e conpl etion event whi ch should occur after
* the | ast

byte has left the UART TX SHI FT register

OnConpl et el ndi cation();

* standard SLIP franme characters

*/

enum Fr aneChar acters

{
Begi n = 0xCo,
End = 0xQ0,
Esc = 0OxDB
EsceEnd = 0oxDC
EscEsc = 0xDD

H

enum Encoder St at e

{
Idle = 0,
Wakeup,
Start,
I nFrane,
EscEndSt at e,
EscEscSt at e,
Wi t For Conpl et i on,
EndSt at e

}s

Encoder St at e
const QByteArray*
i nt

i nt

St at e;
I nput ;
| ndex;
NumAakeupChar s;
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H

#endif // __Slip_Encoder H

..............................................................................................................................................................................

SlipEncoder.cpp

* @rief

*

* @ote
basi s wit hout

* [

#i ncl ude "Sli

Sl i pEncoder: :

{
}

/**

* @brief p
*

* @aram i
* @aram n

*

*/

bool
Sl i pEncoder: :

)
{
if ( ( St
{
I nput
| ndex

Sl i pEncoder. cpp
| mpl ement ati on of class SlipEncoder.

Thi s exanple code is provided by | MST GrbH on an "AS | S
any warranties.

pEncoder. h"

Sl i pEncoder ()

State ( SlipEncoder::ldle)
Input ( 0)

Index ( 0)

NumAakeupChars ( 0 )

repare encoder for SLIP nessage
nput array with nmessage to be encoded
umAakeupChar s optional nunber of wakeup chars which s

should be transmtted first

Set | nput ( const ByteArray* input, uintl6_t numMkeupChars

ate == SlipEncoder::Ildle ) && ( input !'= nullptr ) )

i nput;
O.

NumMakeupChars = numiakeupChars;

if ( NumiakeupChars > 0 )
{
State = SlipEncoder:: Wakeup
}
el se
{
State = SlipEncoder:: Start;
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}

return true,

}

return fal se;

}

/**

* @rief return a single SLIP encoded byte

*

* @eturn if >= 0 -> SLIP encoded byte in lower 8 bit

* el se | ast byte has al ready been encoded -> UART
transmitter can be configured
* for final TX SH FT REQ STER enpty interrupt now

*

* @ote don't forget to call OnConpletelndication() to cleanup
encodi ng state for next nessage
*/

intl6 t
Sl i pEncoder : : Get EncodedByt e()

{
switch ( State )

{

/'l send wakeup chars first, so that PLL and baudrate generator
on peer device can settle
case SlipEncoder:: Wakeup

if (0 >=--NumiakeupChars )

{
State = Start;

}

return SlipEncoder:: End;

[l start of frame --> send SLIP_END
case SlipEncoder::Start:

State = SlipEncoder: : | nFrang;
return SlipEncoder:: End;

/1 second step of SLIP_END coding --> send SLIP_ESC END
case SlipEncoder:: EscEndSt at e:

State = SlipEncoder: : | nFrang;
return SlipEncoder: : EscEnd;

/1 second step of SLIP_ESC coding --> send SLIP_ESC ESC
case SlipEncoder:: EScEscStat e:

State = SlipEncoder: : | nFraneg;
return SlipEncoder: : EscEsc;

/1 last byte transmitted --> return EOF so that UART can be
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di sabl ed
case SlipEncoder:: Wit For Conpl etion

State = SlipEncoder::EndState; // wait for final UART TX
SHI FT Regi ster enpty interrupt!

return -1;

/1 normal coding

case Sl i pEncoder: : | nFrane:
{
/Il eof ?
if ( I'nput->count() <= Index )
{

/1 end of franme --> send term nating SLIP_END
State = SlipEncoder: : Wit For Conpl eti on;
return SlipEncoder:: End;

}

/1 get next txByte
uint8 t txByte = Input->at( |ndex++ );

/1 special character --> send SLIP_ESC
if ( txByte == SlipEncoder::End )

{
State = SlipEncoder: : EscEndSt at e;
return SlipEncoder:: Esc;

}

if ( txByte == SlipEncoder::Esc )

{
State = SlipEncoder:: EscEscStat e;
return SlipEncoder:: Esc;

}

/'l normal character --> send it
return (intl6_t)txByte;

case ldle:
case EndSt at e:
defaul t:

/'l return ECF to disable driver
return -1;

/**

* @rief handl e conpl etion event which should occur after
* the last byte has left the UART TX SHI FT register
*/

voi d
Sl i pEncoder: : OnConpl et el ndi cati on()
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if ( State == SlipEncoder::EndState )
{
I nput
| ndex

0;
0;
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State = | dl e;

..............................................................................................................................................................................

CRC16.h
#ifndef = CRC16 H
#define _ CRC16 H
/**
* @ile CRC16. h
* @rief Decl aration of class CRCl16
*

* @ote Thi s exanple code is provided by | MST GrbH on an "AS | S
basi s without any warranties.
*/

#i ncl ude <@Byt eArray>
#i ncl ude <stdint. h>

/**

* @brief The CRC16 cl ass provides nmethods for CRC cal cul ati on and
checking. The inplenented CRC uses the well known

* 16 Bit CCTT Pol ynom For performance reason a | ookup-table
i s used which was generated by nmeans of this polynom
*/
cl ass CRC16
{
publi c:
enum
{
Init Value = OxFFFF, /l'< initial value for CRC al gorithem
Good_Val ue = 0xO0F47, / /1< constant conpare val ue for check
Pol ynom = 0x8408 //1< 16 Bit CRC CCI TT Cener at or
Pol ynom wused for table generation
s
/**

* @rief class constructor

*
* @aram initValue initial CRCl16 val ue
*/
CRC16( uint16_t initValue = CRC16::Init_Value );
/**

- —
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* @rief cal cul ate CRC16
* @aram data input data
* @eturn crcl6

*/

uintl16 t Cal c( const (ByteArray& data );

/**

* @brief cal cul ate and check CRC16

*

* @aram data input data

* @eturn true - CRC16 ok

* false - CRC16 error

*/

bool Check( const (ByteArray& data );
private:

[1<! crc value
uint16 t CRC,
/1<l static |ookup table for fast cal cul ation
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static const uint16_t Tabl e[ ];
H
#endi f // CRC16_H

CRC16.cpp
/**

* @ile CRC16. cpp

*

* @rief I mpl enent ati on of class CRC16

*

* @ote Thi s exanple code is provided by | MST GrbH on an "AS | S

basis without any warranties.
*/

#i ncl ude " CRC16. h"

const uintl6_t

CRC16: : Tabl e[] =

{
0x0000, 0x1189, 0x2312, 0x329B, 0x4624,
0x8C48, 0x9DC1l, OxAF5A, O0xBED3, 0xCA6C
0x1081, 0x0108, 0x3393, 0x221A, O0x56A5,
0x9CC9, 0x8D40, OxBFDB, OxAE52, O0xDAED,
0x2102, 0x308B, 0x0210, 0x1399, 0x6726,
OxAD4A, 0xBCC3, 0x8E58, 0x9FDl1, OxEB6E
0x3183, O0x200A, 0x1291, 0x0318, Ox77A7,
OxBDCB, OxAC42, Ox9EDO, 0x8F50, OxFBEF,
0x4204, 0x538D, 0x6116, 0x709F, 0x0420,
OxCE4C, OxDFC5, OxED5BE, 0OxFCD7, 0x8868,
0x5285, 0x430C, 0x7197, Ox601E, Ox14A1,
OxDECD, O0xCF44, OxFDDF, OxEC56, 0x98E9,
0x6306, O0x728F, 0x4014, 0x519D, 0x2522,
OXEF4E, OxFEC7, OxCC5C, 0xDDD5, O0xA96A,
0x7387, Ox620E, 0x5095, 0x411C, O0x35A3,
OxFFCF, OxEE46, OxDCDD, 0xCD54, OxB9EB,
0x8408, 0x9581, O0xA71A, 0xB693, 0xC22C
0x0840, 0x19C9, 0x2B52, 0x3ADB, 0x4E64,
0x9489, 0x8500, 0xB79B, 0xA612, O0xD2AD
0x18Cl, 0x0948, 0x3BD3, 0x2A5A, Ox5EES5,
OxA50A, 0xB483, 0x8618, 0x9791, OxE32E
0x2942, 0x38CB, 0x0A50, 0x1BD9, O0x6F66,
0OxB58B, 0xA402, 0x9699, 0x8710, OxF3AF,
0x39C3, 0x284A, O0x1AD1, 0x0B58, Ox7FE7,
0OxC60C, 0xDr85, OxE51lE, 0xF497, 0x8028,
Ox4A44, 0x5BCD, 0x6956, 0x78DF, 0x0C60,
0xD68D, 0xC704, OxF59F, 0OxE416, 0x90A9,
Ox5AC5, 0x4B4C, 0x79D7, 0x685E, O0x1CEI1,
OxE70E, OxF687, OxC41C, 0xD595, OxAl12A,
0x6B46, Ox7ACF, 0x4854, 0x59DD, 0x2D62,
OxF78F, OxE606, 0xD49D, 0xCh514, O0xBlAB,
Ox7BC7, Ox6A4E, 0x58D5, 0x495C, O0x3DES,

0x57AD,
OxDBES5,
0x472C
0xCB64,
OX76AF,
OxFAE7,
0x662E,
OXEA66,
0x15A9,
Ox99E1,
0x0528,
0x8960,
0x34AB,
OxB8ES3,
0x242A,
0xA862,
OxD3A5,
OXx5FED,
0xC324,
0Ox4F6C
OxF2A7,
OX7EEF,
OxE226,
Ox6EGE,
0x91A1,
Ox1DE9,
0x8120,
0x0D68,
0OxBOA3,
0x3CEB,
0xA022,
0x2C6A,
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0x6536,
OxXE97E,
0x75B7,
OXF9FF,
0x4434,
0xC87C,
0x54B5,
0xD8FD
0x2732,
OxAB7A,
0x37B3,
0OxBBFB,
0x0630,
Ox8A78,
0x16B1,
Ox9AF9,
OXE13E,
0x6D76,
OxF1BF,
0x7DF7,
0xC03C,
0x4C74,
0xDOBD
Ox5CF5,
0xA33A,
Ox2F72,
0xB3BB,
Ox3FF3,
0x8238,
0xO0E70,
0x92B9,
Ox1EF1,

0x74BF,
OxF8F7,
0x643E,
OxE876,
0x55BD,
OxDI9F5,
0x453C,
0xC974,
0x36BB,
OxBAF3,
0x263A,
OxAA72,
0x17B9,
0Ox9BF1,
0x0738,
0x8B70,
OxF0B7,
0x7CFF,
0OxE036,
0x6CTE,
0xD1B5,
0x5DFD
0xC134,
0x4D7C,
0xB2B3,
Ox3EFB,
0xA232,
Ox2E7A,
0x93B1,
Ox1FF9,
0x8330,
0x0F78,
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CRC16: : CRC16( uint16_t initValue )
CRC ( initValue)

{

}

uint16_t
CRC16: : Cal c( const ByteArray& data )
{

int length = data.count();

int index 0;

/] iterate over all bytes
while ( length-- )
{

/'l calc new crc

CRC=( CRC>> 8 ) N Table[ ( CRC ~ data.at( index++ ) ) &

Ox00FF ];
}

/'l return result
return CRC

}

bool
CRC16: : Check( const (ByteArray& data )

{
/1 get 1's conpel emt

uintlé_ t crc = ~Calc( data );
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/1 conpare it with constant good val ue
return (bool) ( crc == CRC16:: Good_Val ue );

- -
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